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O Plaintext: the original message
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O Ciphertext: the coded message
o0 3oy el Tyey (o D

O Cipher: algorithm for transforming plaintext to ciphertext
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O Key: info used in cipher known only to sender/receiver
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00 Encipher (encrypt): converting plaintext to ciphertext
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00 Decipher (decrypt): recovering plaintext from ciphertext
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00 Cryptography: study of encryption principles/methods
S5 30, sl g, 5 ol ple (o gizoy O

O Cryptanalysis (codebreaking): the study of principles/
methods of deciphering ciphertext without knowing key

LS 51 Ml ygs jo, e 2liS 0, s hgy 9 Jeol ple they Judxs' O

O Cryptology: the field of both cryptography and
cryptanalysis
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sender and recipient

Transmitted

ciphertext

secret key shared by

sender and recipient

YV
Eneryption algorithm
(e.g., DLS)

Plaintext
Input
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Decryption algorithm

(reverse of encryption
algorithm)

Plaintext
output
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(Brute Force Search)
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Time required

Key size Number of Time required at 1 at 10°
(bits) alternative keys decryption/ us decryption/ us
32 222 —a4.3 % 10° 221 us = 35.8 minutes 2.15
milliseconds
DES —_— 56 256 =7.2 x 233 45 = 1142 years 10.01 hours
1015 .
AES — 128 2128 =3.4x 2127 45 =5.4x10%% 5.4 x 1012
1038 years years
3DES — 168 2188 =3.7 x 2187 us =5.9x 10°°* 5.9 x 1037
10°° years years
Substitution _ 26 26! =4 x 1026 2 x 102 =6.4x 1012 6.4 x 10° years
code characters uS years
{permutation)
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abcdef ghi j kl mmopqr st uvwxyz
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Pl ai n: send anot her catapult

apcdef ghi j kl mmopqr st uvwxyz

abcdef ghi j kl mmopqgr st uvwxyzabcdef ghi j kl mopqgr st uvwxyz

apcdef ghi j kl mopqgr st uvwxyz

Q)

Ibcdef ghi j kl mopgr st uvwxyzabcdef ghi | kl nmopqgr st uvwxyz

apcdef ghi | kl mmopqgr st uvwxyz

abadef ghi j kl mmopqgr st uvwxyzabcdef ghi j kl mopqgr st uvwxyz

C pher: ufqgf bqgqqukgs fcudrvov
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(Rotor Machines)
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