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Dear Dean Smith,

This [ letter | message ] is to give my [ honest | frank ]

opinion of Prof Tom Wilson, who is [ a candidate | up ]
for tenure [ now | this year ]. | have [ known | worked
with ] Prof Wilson for [ about | almost ] six years. He is
an [ outstanding | excellent ] researcher of great
[talent | ability | known [ worldwide | internationally ]
for his [ brilliant | creative ] insights into [ many | a
wide variety of | [difficult | challenging ] problems.
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Dear Dean Smith,

This [ letter | message ] is to give my [ honest | frank ]
opinion of Prof Tom Wilson, who is [ a candidate | up ]
for tenure [ now | this year ]. | have [ known | worked
with ] Prof Wilson for [ about | almost ] six years. He is
an [ poor | weak ] researcher not well known in his |
field | area ]. His research [ hardly ever | rarely ]
shows [ insight in | understanding of ] the [ key |
major ] problems of [the | our ] day.
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SHA-1 :p0 jlw o 48 @ilgi

SHA-1: Secure Hash Algorithm =1 O
1490 NIST s lt] =
S VT 51 2558 (59,5 Jsbo

S V7 e Job
DSS Jtisuo slasl o lastawl jo oo solazuwl

e i gi jg,y dem Coxd ((598) polal plp jo Cloglia

Dilo ol 5o polal SO Jee YO L ol Yoo Jlo o W

o3lgils dm T el slo g Ll Yed e Jlo 5l 1S 0] jo
Qb ol 351> SHA-2
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135 ool 8 Jabiwl SHA-T ogdle 15 p) sleass O

SHA-512 4 SHA-384 SHA-256 =

S SHA-2 o.>|9.;l5 =¥ “éﬂ)"“’ H

Swmd SHA-1 alie Slij> g bl Ll 51 =

SHA-1 160 512
SHA-256 256 512
SHA-384 384 1024
SHA-512 512 1024

< 264
< 264
< 2128

< D128

80 bits
128 bits
192 bits
256 bits
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- N > 1024 bits

Y

- L hits - =128 hits =
Message 100..0 L
1 1 I
I | [ I I
I [ [} 1 I
I | [ I I
I I I I I
I I I I I
I [ [} 1 I
I | [ I I
I I | I I
1 I I 1 I
I [ [} 1 I
I | | I I
bt—— 1024 hits ——stte— 1124 ity —=! le—— 1024 hits —=!
MI ME see
H.r 1024 ’Hr 11124

+ = word-by-word addition mod 2™

ov (http:/ /dnsl.ce.sharif.edu ) c & aSCl g 0018 Cocol 35 30 A g 0318 kol - Jol Jlawows — Sl (285 3o



SHA-512 Jo!w

padding slis op5dl O
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HMAC(K,M) = H[(K* U opad) | | H[(K* U ipad) || M ]]
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