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Packet-switching
network

. = end-to-end encryption device

O = link encryption device

PSN = packet switching node
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Link-H

Net-H IP-H | TCP-H

Data Link-T

(a) Application-level encryption (on links and at routers and gateways)

Link-H | Net-H IP-H PTCP-H Data Link-T
L
On links and at routers 3':
Link-H | Net-H P-H TCP-H Data Link-T \\q
In gateways N
{b) TCP-level encryption Y)
)
I\
Link-H | Net-H IP-H | TCP-H Data Link-T 3
On links )
Link-H | Net-H IP-H | TCP-H Data Link-T a
In routers and gateways
(c) Link-level encryption ’);‘
N
Shading indicates encryption. TCP-H = TCP header °
IP-H = 1P header
Net-H = Network-level header (e.g., X.25 packet header, LLC header)
Link-H = Data link control protocol header
Link-T = Data link control protocol trailer

q
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