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B CoAS: ID, || Pc || ID,,

m AS—C: Ticket

m CoHV:ID. | Ticket

m Ticket = E(K,, [ID. || AD || ID\])
C = client AS= authentication server
V =server P.= password of user on C

AD. = network address of C
K, = secret encryption key shared by AS and V
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2. E(K_, [Ticket
(Ke, [ tesl) > (\}/Qﬁ\ 4. Ticket,
T
= ~ =
Log In a.l> : /OC //
WlS S L Lo )ls Yk,
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st |, TGS Ll
L e P Server

Ticket g, =E(Kygs, [ID ] Addr, 1D, | Timestamp, ||Lifetime, ])
Ticket, =E (KV, [ID. || Addr ] ID, || Timestamp,|| Lifetime2]>
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1. C—AS: ID. || ID7gs

2. AS—C: E(K_, Ticket )

3. CoHTGS: ID. || IDy || Ticket;qs
4. TGS—C: Ticket,

5. C—V:ID. || Ticket,
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Ticket,= E(K, [Kcy || 1D¢ || Addrc || IDy || TS, || Lifetime,]
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_Eliﬁlﬂi Server
@ _ 5.Ticket, | Authenticator ; /
N~ S
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e~ 6. E(Kc, , [TSs+1])
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Ticket,= E(K,, [Kcy || IDc || Addrc || IDy || TS, || Lifetime,] )

Authenticator= (K., [ID. || Addr. || TS:])
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(a) Authentication Service Exchange: to obtain ticket-granting ticket
() C— AS: ID_Il ID,, II'TS,

D

tes

(2) AS = C: Eg [K I 7S, Il Lifetime || Ticket,,, |

CJgs

Ticket,yy =Eg, [K, o 11D | AD 11D,

TS, Il Lifetime, |

Cags

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket
(3) C —= TGS: ID |l Ticket, os Il Authenticator,

(4) TGS — C: Ex__[K,, 1 ID, I TS, Il Ticket, ]

Ticket,y, =Ex_[K

tgs

I IDy | AD- || ID

tos

csgs TS, Il Lifetime, |

Ticket, =Eg [K,, 1 IDc | ADc 11 ID, IITS, I Lifetime, |

Authenticator, = Eg  [ID¢ | AD 11 TS5 ]
gy -

(c) Client/Server Authentication Exchange: to obtain service
(8§) C —= V: Ticket, |l Authenticator,

6OV —C: EK(.,.[TSS + l] (for mutual authentication)

Ticket, =Eg [K,, 1 IDc | AD¢ 1D, IITS, I Lifetime, |

Authenticator, =Ey [IDc 1| AD I TSs]
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Once per
user logon
Session

1. User logs on (o
workstation and
requests service on host,

@WZwagﬁ;

3. Workstation prompts
user for password and

uses password to decrypt

incoming message, then
sends ticket and
authenticator that
contalns user's name.
network address, and
time to TGS,

5. Workstation sends
ticket and authenticator

Once per

Once per
SErVICE Session

2. AS verifies user’s access right in
database, creates ticket-granting ticket
and session key. Results are encrypted
using key derived from user's password.

Kerberos

Authentication
server (AS)

l

Ticket-
granting
server (TGS)

4. TGS decrypts ticket and
authenticator, verifies request,
then creates ticket for requested
server.

6. Server verifies that
ticket and authenticator
match. then grants access
to service. If mutual
authentication is

[0 Server.
required, server returns
an authenticator,
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S1aold o Lot 31 o

m CHAS: ID_ ||ID;|| TS, reama obercs
m AS—C: E(Ke, [Kees]|1Dres | TS, | B ool TS
- RCL}.::".ukca for local TGS

Lifetime, || Ticket;4])
B CoTGS: ID;e,., || Ticket . |
Authenticator,
B TGS—C: E(Kc s [Kcrgsrem | Drasrem |
TS, || Ticketgs,eml)

3. Request ticket for remote TGS
—_—

4. Ticket for remote TGS | |

a C>TGS, : 1D, | Ticketyee. |
Authenticator, ?%%E?j;r.g
® TGS, = C: E(Kc16srems [Kcvrem || 1Dyrem %
TSg | Tickety, o))
Realm B

m CoV, . :Ticket,, ., || Authenticator,
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f.

<5 Slow 1D s g 9 oS

(a) Authentication Service Exchange: to obtain ticket-granting ticket

(I) C — AS: Options || ID. | Realm, || ID¢gs || Times || Nonce
(2) AS — C: Realm || ID¢ || Ticketigs || Exe [Ke.tegs || Times | Noncep || Realmygs || IDgs]

Ticketigs = Ektas [Flags || K¢ tes || Realm || IDg || AD¢ || Times)]

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

(3) C — 1GS: Options || 1Dy, || Times || | Nonces || Ti-.:kf:ltg;4 | Authenticator,
(4) TGS = C: Realm || 1D || Tickety, || EKc,tgs [ Ke,v || Times || Noncez || Realm,, || 1Dy, ]

Ticketrgs = Eﬁtgs [Flags || K¢ tgs || Realmg || ID¢ || AD¢ || Times]
Tickety = Ek,, [Flags || K¢ v || Realme || ID¢ || AD¢ || Times]
Authenticator, = Eg . tgs [ ID. || Realme || TS ]

(c) Client/Server Authentication Exchange: to obtain service

(5)C — v : Options || Tickety, || Authenticator,
(6) Vv —C: Eg_,[TS>| Subkey || Seq# ]

Tickety = EKy, [Flags || K¢y || Realmg || ID¢ || AD¢ || Times]

Authenticator, = Eg .y [ ID¢ || Realm, || TS; || Subkey || Seq# |
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